Abstract-Digital fingerprinting is the technique used for traitor tracing in multimedia content distribution. It embeds unique customer information (e.g., customer ID) into multimedia content and generates different copies for different customers. The unique customer information can be extracted from the illegal copy and used to tell the traitor who re-distributes his copy to other unauthorized customers. Till now, there exist some fingerprint embedding algorithms, such as additive embedding, multiplicative embedding, quantization embedding, etc. However, the ability to resist collusion attacks is not studied. Collusion attack is the biggest threat to fingerprinting algorithms, which combines several copies together to produce a new copy without customer information. In this paper, the fingerprinting algorithm based on additive embedding is considered, its robustness against various collusion attacks are analyzed. The theoretical results are given, together with some simulation results. As is shown, the considered fingerprinting algorithm is robust against some of the collusion attacks, while becomes fragile to some other collusion attacks with the rise of the number of colluders. It is expected to provide some advices to design or analyze fingerprinting algorithms.
I. INTRODUCTION
With the development of multimedia technology and communication technology, multimedia data (image, audio, video, text, etc.) are used more and more widely in human being's daily life. The wide application makes multimedia content protection more and more urgent and necessary. Till now, some multimedia protection means [1] [15] [16] [17] [18] have been reported, among which, digital watermarking is a typical one. Digital watermarking [2] [3] is the technique that embeds some information (e.g., copyright, ownership, integrity, etc.) into the original data by slightly modifying the data, which protects the data's copyright, ownership, integrity, etc. The embedded information can be extracted from the marked data and used to authenticate the originality. According to the embedding method, watermarking algorithm can be classified into several types, e.g., additive watermarking [4] , multiplicative watermarking [5] , quantization watermarking [6] , etc. Additive watermarking embeds the information into multimedia content with additive operation, multiplicative watermarking embeds the information into multimedia content with multiplicative operation, and quantization watermarking embeds the information into multimedia content with quantization operation. Generally, a good watermarking algorithm has such properties [2] [3] as imperceptibility, robustness and so on. The imperceptibility means that the watermarked media is perceptually different from the original media. The robustness denotes to the ability to survive such signal processing as recompression, adding noise, filtering, shifting, etc. Among the proposed three watermarking algorithms, additive watermarking is often used because of the good properties and the convenience in embedding and detection.
Digital fingerprinting [7] is another technique for copyright protection. It embeds the unique customer information (e.g., customer ID) into multimedia content with watermarking algorithms. Thus, it produces different multimedia copy for different customer. If one customer redistributes his copy to unauthorized customers, the customer information extracted from the copy can tell the illegal re-distributor. The biggest threat to fingerprinting algorithms is collusion attack [8] that combines different copies together and produces a new copy without customer information. Generally, the collusion operations can be classified into two types, i.e., linear collusion and nonlinear collusion. In linear collusion, different copies are combined together through linear operations, e.g., average collusion or Linear Combination Collusion Attack (LCCA) [9] . In nonlinear collusion, different copies are combined together through nonlinear operations, e.g., min-median-max collusion. Till now, some fingerprinting algorithms have been proposed, e.g., the algorithm based on additive watermarking [10] , the one based on combinatorial code [11] , and the one based on random warping [12] . In the first one, different customer has different random sequence that is embedded into multimedia content with additive watermarking. In the second one, different customer has different code sequence that is produced by combinatorial code. In the third one, different customer has a multimedia copy that is randomly warped by such operations as shifting, rotation, translation, scaling, etc. Till now, little work has been done to analyze their robustness against various collusion attacks.
In this paper, the collusion-resistance of the fingerprinting algorithm based on additive watermarking is studied. The considered collusion attacks include average collusion, LCCA collusion and min-median-max collusion. The relation between the detected correlation value and the number of colluders are analyzed. According to different collusion attacks, both the theoretical results and simulation results are presented.
The rest of the paper is arranged as follows. In Section 2, the fingerprinting algorithm based on additive watermarking is introduced. The typical collusion attacks are presented in Section 3. In Section 4, the collusion resistance of the fingerprinting algorithm based on additive watermarking is analyzed under the condition of average collusion, LCCA collusion and min-median-max collusion. The simulation results are given in Section 5. Finally, in Section 6, discussions and conclusions are presented.
II. THE FINGERPRINTING ALGORITHM BASED ON ADDITIVE WATERMARKING
A. Parameter Definition Generally, the fingerprinting system is composed of three parameters, i.e., original media, fingerprint sequence and fingerprinted media. For simplicity, they are defined as follows. X=x 0 , x 1 , …, x n-1 (0 ≤ x i <L, i=0,1,…,n-1, n>0) is the original media, R j =r j,0 , r j,1 , …, 
is the embedding strength of the j-th fingerprint sequence, and Y j =y j,0 , y j,1 , …, y j,n-1 (-Q≤y j,i <L+Q, i=0,1,…,n-1, j=0,1,…,N-1, N,n>0) is the fingerprinted media copy of the j-th customer. Generally, R j is a random sequence with uniform or normalized distribution [13] [14] . Additionally, R j is independent from R k if j k ≠ .
B. Fingerprint Embedding
The fingerprint sequence R j is embedded into media X under the control of are small enough to make the marked media content Y j nearly same to the original content X in human perception [10] .
Addtive Embedding
Original media X=x 0 ,x 1 ,...,x n-1
The j-th fingerprinted multimedia copy Y j =y j,0 ,y j,1 ,...,y j,n-1
The j-th customer's fingerprint sequence R j =r j,0 ,r j,1 ,...,r j,n-1
The j-th fingerprint's embedding strength Φ j =α j,0 ,α j,1 ,...,α j,n-1
Fig. 1. Fingerprint Embedding based on Additive Watermarking

C. Fingerprint Detection
Fingerprint detection aims to detect whether the fingerprint R k (k=0,1,…,N-1) exists in media content Y j (j=0,1,…,N-1) or not. The general detection process is composed of two steps, i.e., computing the correlation and making the decision. Firstly, the correlation is computed as 1 1 
For simplicity, it is assumed,
random sequence and X is a natural signal, it can be assumed that R k is independent from X, i.e., , 0 k X R < >= . Thus, it can be reduced from Eq. (2):
Secondly, the decision is made according to , , , ,
Here, T ( 0 T d < ≤ ) is the threshold that is often selected by various experiments.
III. COLLUSION ATTACKS
Collusion attack combines different copies together to generate a new copy without identification information. Generally, collusion attack [8] can be classified into two classes, i.e., linear collusion and nonlinear collusion. In linear collusion, averaging and Linear Combination Collusion Attack (LCCA) are two typical methods. In nonlinear collusion, min-median-max attacks are typical methods. Taking N different copies, Y 0 ,Y 1 ,…,Y N-1 , for example, the collusion attacks are defined as follows.
• Average collusion For N copies, the average collusion attack is defined as
(5) Here, Y' is the colluded media copy.
• LCCA collusion For N (N is odd) copies, the LCCA collusion attack is defined as • Min-median-max collusion For N copies, the min-collusion attack is defined as
Here, i y ′ is the i-th pixel in the colluded media copy,
is the i-th pixel in the j-th media copy, and min() returns the minimal value.
Similarly, the median-collusion and max-collusion are defined in Eq.s (8) and (9), respectively. , ,
Thus, according to Eqs. (2) and (11), it follows P r r N ′ = = [13] . Thus, for n-length sequence (j=0,1,…,n-1), the number of pixels that satisfy Proof. Similar to the proof for Lemma 4.3.1.
V. SIMULATION RESULTS
According to the analysis in Section 4, the fingerprinting algorithm based on additive embedding has different resistance against various collusion attacks. For averaging attack and min-median-max attack, the detected correlation value decreases with the rise of the number of colluders, N. For LCCA attack, the detected correlation value does not change with the number of colluders. In the following content, experiments are done to verify the announcement.
Taking image fingerprinting for example, the fingerprint sequences (Gaussian distribution) are embedded into the original image, which generates 11 different fingerprinted images. After various collusion attacks, the correlation value is detected and shown in Fig.   2 . Here, L=256, Q=8,
For average collusion and minmedian-max collusion, the number of colluders, N, is limited to 6. For LCCA collusion, the number of colluders, N, is limited to 11. As can be seen, for different attacks, the correlation curves corresponding to images are close to the theoretical ones. For different images, there are slight differences between the curves, which are caused by the distribution of images' pixels. Seen from (b), the detected correlation value keeps unchanged when N rises. Seen from (a), (c), (d) and (e), the correlation value decreases with the rise of N. Thus, the fingerprinting scheme is robust against LCCA attack, while it is not robust against averaging or min-medianmax attack. Generally, in averaging or min-median-max attack, the colluders can still be detected (generally, T=0.1 is used as the decision threshold) when N<7, while they are difficult to be detected when N>6. In this paper, the collusion resistance of the fingerprinting algorithm based on additive watermarking is analyzed. The considered collusion attacks include average collusion, LCCA collusion and min-median-max collusion. The theoretical analysis and simulation results show that the fingerprinting algorithm is robust against LCCA collusion, while it is not always robust against other collusion attacks. For average collusion and minmedian-max collusion, the detected correlation value decreases with the rise of the number of colluders. Generally, when T=0.1 is used as the decision threshold, the number of colluders should not be bigger than 6 in order to detect the colluders. For simplicity, the paper considers the case when the embedding strength keeps same for different pixels, i.e., in which, the embedding strength changes with media content, will be studied in future work. Additionally, the robustness against some new collusion attacks will also be considered in future work.
